NHOPOPMALIMOHHAA ITAMATKA
JJIA OBYYAIOIIUXCA JJIA PASMELIIEHUSA
HA OPNIINAJIBHBIX UTHTEPHET-PECYPCAX

C KaxaplM TOAOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCA OoJibIle, a
IIKOJIbHUKM OJHM W3 CaMbIX AaKTUBHBIX IMOJib3oBaTtened PyHera. Mexay tewm,
MIOMUMO OTPOMHOT0 KOJIMYECTBA BO3MOKHOCTEHN, MHTEPHET HECET U TPOOIeMbl. JTa
naMsATKa JI0JKHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.

KomneroTepHsbie BUPYCHI

KomnproTepHBbIid BUPYC - 3TO Pa3HOBHIHOCTh KOMIBIOTEPHBIX MPOTpPaMM,
OTIMYUTEIBHOU 0COOCHHOCTBIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMY, BUPYChl MOTYT HOBPEAUTDH WU MOJTHOCTHIO YHUUTOXKUTH
BCe (pailsibl U JaHHBIE, IOJKOHTPOJBHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOro OblIa
3amylleHa 3apa)X€HHas MporpaMma, a TakyKe MOBPEIUTh WIM AK€ YHUUTOXHUTb
ONEpPallMOHHYI0 CHCTEMY CO BceMHU (paiinamu B LelIOM. B OONBIIMHCTBE CiydaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeTo/b1 3alIUThI OT BPEIOHOCHBIX MPOrPaMM:

1. Ucnionb3yil coBpeMEHHBIE ONEPallMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HbIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IloctossHHO ycTaHaBiMBail mautd (UUQPPOBBIE 3aIlIaTKHA, KOTOPHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IEJBI0 JOPAOOTKHM MPOrpaMMbl) U ApPYTHE
OOHOBJICHHS CBOEH oneparimoHHON cucTeMbl. CkaunBai UX TOJIBKO C O(UIIHAIBHOTO
caitta pazpadbotrunka OC. Ecnu cyniecTByeT peskuM aBTOMaTHYECKOT0 OOHOBJICHUS,
BKJIFOYH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEPE TMOJ MpaBaMH TOJb30BATENsA, a HE
aIMUHHUCTpATOpa. ODTO HE IMO3BOJUT OOJBLIIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnonb3yidl aHTUBHPYCHBIE NIPOTPaMMHBIE IPOAYKTBI H3BECTHBIX
MIPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pu3NUECKU JOCTYI K KOMITBIOTEPY JJISl IOCTOPOHHUX JIUII;

6. Mcnonb3yil BHEIIHWE HOCUTENW MH(MOpMAIMK, Takue Kak Quielika, IUCK
uiu (aitsl U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBali KOMMBIOTEpHBIC (Dailyibl, MOJyYECHHBIE W3 HEHAJCKHBIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCaT TBOM 3HAKOMBIH. Jlyurie yTouHu
y HETO0, OTIIPABJISUI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 370 He Bu Mepenavn JaHHbBIX, HE TEXHOJIOTHS, a BCETrO JIUIIL OpPEHI,
mapka. Eme B 1991 rony HumepiaHickas KOMMaHHUS 3aperuCTpuUpoBasia OpeHI
"WECA", uro o6o3nauasio cnoBocouertanue "Wireless Fidelity", xoTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Haillero BpeMeHH JIolia apyras abbpeBuarypa, KoTopas sBISETCS TaKOU
kKe TexHojorue. Jto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HaMEKOM Ha CTaHJapT Bbicuiel 3BykoBoi TexHuku Hi-Fi, yTo B nmepeBoje o3Hauvaer
"BBICOKAsi TOYHOCTB .



Ja, OecriyaTHbIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJINYHOM BO3MO>KHOCTBIO BBIXO/]a B UHTEpHET. HO MHOTHE SKCTIEPTHI CUMTAIOT, UTO
obmenoctynabie Wi-Fi ceTn He SBISIOTCS 0€30IMaCHBIMH.

CogeTsl 110 0€301acHOCTH Pa0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro JInuHyr0 HHPOpManmio gepe3 odmienoctymabie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapOJIv JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Vcnonp3yit u OOHOBIIIM aHTUBUPYCHBIE MporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MAacHIlb ce0s1 OT 3aKaYKH BUPyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkimoun ¢pyskiuio "OOmuit 1ocTyn K ¢aitinam
u npuntepam". JlaHHas (yHKIMS 3aKpbiTa MO YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe win y4eoe;

4. He wucnonw3yéi nyomuunbii WI-FI nms mepegaum JuUYHBIX JTaHHBIX,
HaIrpuMep JJIsl BEIX0JIa B COLIMAIBHBIE CETH WM B JICKTPOHHYIO MTOYTY;

5. Mcnonb3y# TOJIBKO 3amuiieHHoe coequnenue uepe3 HTTPS, a e HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun (ynkiuio "llogkmouenne k' Wi-Fi
apToMarnuecku''. He momyckail aBTOMAaTHMYECKOIO IMOJKIKOYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CormanbHbie ceTH

ConuanbHble CETH aKTUBHO BXOJIST B HAIIly KU3Hb, MHOTHE JIIOJU paboTaroT
U KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MIJITHAP]T YETOBEK,
YTO SIBJISIETCA OJHOW CEIBbMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIB30BATENINA HE
MOHUMAIOT, YTO MH(pOpPMAIUs, pa3MEIICHHas UMU B COIMAIBHBIX CETAX, MOXKET
ObITh HalJeHa W MCIOJIb30BaHA K€M YTrOJHO, B TOM YHCJIE€ HE 0053aTeNIbHO C
OJlaruMu HAMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATIBHBIX CETX:

1. Orpanuub cnucok apy3eil. Y Te0s B Apy3bax HE JOHKHO OBITh CTy4YalHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amminaid CBOIO YacTHYIO »Ku3Hb. He ykasbiBail maposu, tenedoHsl,
aapeca, JaTy TBOEro pOXKACHUA U JAPYry0 JIMYHYI0  HHGOpMAaIHUIO.
3JI0yMBINIUICHHUKH MOTYT HCIIOJB30BaTh Jaxe WHPOPMAITUIO O TOM, KaK Thl U TBOU
POAUTENH TUIAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3ammuinai CBOIO peryTaIuio - IepKH €€ B YICTOTE U 3a1aBaii cebe BOmpoc:
XoTen Obl Thl, YTOOBI JPYTHE TMOJH30BATEIN BHJEIH, YTO ThI 3arpy’kaemib?
[Toxymaii, mpesxie 4emM 4To-TO OMyOJUKOBATh, HAMMCATh U 3arPy3UTh;

4. Eciii ThI TOBOPHILB C JIFOJbMH, KOTOPBIX HE 3HAElIb, HE UCIOJIB3YH CBOE
peasbHOE MMS U JIPYTYIO JTUYHYIO WH(OpPMAIUU: UMsI, MECTO JKUTEIIbCTBA, MECTO
y4eObl U IPOUEe;

5. U36erait pazmemienus: pororpaduii B MaTepHere, rjae Thl H300pa’keH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. Ilpu peructpanii B COLMAIBHOM CETH HEOOXOJUMO UCIOJIb30BATh

CJIOJKHEIC HapOJ]I/I, COCTOAIINEC U3 6yKB nu LII/I(i)p U C KOJINYECTBOM 3HAKOB HEC MCHEC
8;



7. Jns  conuanbHOW CETH, TMOYThI W JAPYrHX CaWTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble Maposu. Toraa eciu Teds B3JIOMAaIOT, TO 3JI0YMBIIIJICHHUKU
IIOJTy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DJIEKTPOHHBIE JIEHBI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YJOOHBIM CHMOCOO IIATEKEW, OJHAKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYHUTh 3TU ICHBIHU.

DNEeKTPOHHBIE IEHI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOr0 BO
MHOTUX I'OCyAapCTBax A0 CHX MOP HE MPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke onr (yHKIIMOHUPYIOT U O HUX YK€ IIPOIKUCAHO B 3aKOHE, T7I€ UX
pa3AeIsIlOT Ha HECKOJIBKO BUJIOB - AaHOHMMHBIE U HE aHOHHWMHbIE. Pa3zHuia B TOoM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiacTcsi MpOBOAUTH olepanuu 0e3
uJeHTU(UKAIINY TT0JIb30BATENsI, @ B HCAHOHUMHBIX WJCHTU(UKAIIMS TOJIB30BaTels
SBIISIETCS 00SA3aTEIBHOM.

Taxxxe ciemyer pasnuyaTh SJEKTPOHHbIE (UATHBIE JEHBIU (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) M DJICKTPOHHBbIE He(dUATHBIE ACHBIM (HE PaBHBI
rOCyJJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTE C AIEKTPOHHBIMU JIEHbIAMU:

1. IlpuBsiku K cyeTy MOOWIIbHBIN TeNePOH. ITO camblil yAOOHBIN U OBICTPHIiA
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. lIpuBsizaHHbIl TenedoH MOMOXKET, €CIH
3a0yJelib CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. HUcnonb3yil ogHopa3zoBble mnaposu. llocie mepexoma Ha YCUJIEHHYIO
aBTOpHU3alLlMI0 TeOe yxke He OyJeT yrpokaTh ONacHOCTh Kpa)Xu WJIM IepexBaTa
IUIATEKHOIO MapoJIs;

3. Boeibepu cnoxnbiii maponb. [IpectynmHukam OyneT HE MPOCTO yrauarhb
CJIOKHBIN apoiib. HaxexxHble aposiy - 3T0 Maposv, KOTOPBIE CONEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B C€0s1 CTPOUYHBIE U MPONKUCHBIE OYKBBI, HIUPPHI U HECKOJIBKO
CUMBOJIOB, TAaKME€ KaK 3HaK JoJjiapa, (yHTa, BOCKJIMIATENbHBIA 3HAK M T.II
Hampumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTaX, KOTOPBIM HE IOBEPSCIIb.

DJIEKTPOHHAs TT0YTa

DJIEKTPOHHAS IMOYTa - 3TO TEXHOJOTHS U MPEIOCTABIIIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOPbIE paclpeaeaioTcs B
KOMIbIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM IMOYTOBBIM SIIUK  BBITJISIUT
CJIETYIOIKUM 00pa3oM: UMsI_TOJIb30BaTeNsA(@uMs_JoMeHa. Takke Kpome mnepeaadn
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBaTh (ailibl.

OcHOBHBIE COBETHI TIO 0€30TaCHOM PadOTE C IIECKTPOHHOU MOYTOM:

1. Hago BeIOpaTh mNpaBWIIbHBIA TMOYTOBBIM CEpBUC. B uHTEpHETE ecTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIlle TOBEPSTH TEM,
KOTI'0 3HACIlb U KTO NEPBBIN B PEUTUHTE;

2. He yka3pIBail B IMUHOU MouTe JIUUHYIO uHpopManuto. Hanpumep, myuiie
BBIOpaTh "My3bIKaNIbHBIA (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Hcnonp3yil ABYX3TANHYK aBTOPU3ALMIO. JTO KOrJa MOMHUMO MapOJs
HY>KHO BBOJUTH KOJI, TpUChUIaEMbIN 0 SMS;



4. BoiOepu COXKHBIN Maposib. s KaXkA0ro MoYTOBOrO SIIKKa T10KEH ObITh
CBOM HAJICKHBIM, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecou ectb BO3MOXKHOCTh HAamMcaTb CaMOMY CBOM JIMYHBIA BOIIPOC,
WCIOJIB3YH 3Ty BO3MOXHOCTB;

6. Hcrnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. IlepBbIil [ 4YacTHOM
NEPENUCKU C apecaTaMu, KOTOPbIM Thl JOBEPSACIIb. DTO JIEKTPOHHBIA aJpec He
HA/I0 UCTIOJIB30BaTh MPHU PETUCTPALIMU Ha (PpopyMax U calTax;

7. He otkpsiBaii (ailyibl U JApyrue BIOKEHUS B MUChbMaX, Ja)Xe €CId OHHU
IOPUIILIA OT TBOUX Apy3el. Jlydile yTouHH y HUX, OTIPABISUIM JIM OHH TeOe ITH
(baiisr;

8. Ilocne okoHuaHusi paOOThl HA MOYTOBOM CEpPBUCE MEpe] 3aKPhITHEM
BKJIAJIKM C CATOM He 3a0y/1b HaXKaTh Ha "BeriiTu".

KubepOymauHr uiau BUPTyaabHOE U3/€BATEIBCTBO

KubepOymumuHar -  mpecienoBaHuE  COOOIICHUSMHU,  COAEpKaIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJIUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C TIOMOUIBIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KHOEPOYIITMHIOM:

1. He Opocaticsa B 60i. JIyumuii cnoco6: mocoBeTOBaThCS KaK ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHadalleé YCIIOKOUThCA. Eciu Thl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emie OoJibliie
Pa3oXKeIb KOH(IIHUKT;

2. Yupapnsii cBoel kubeppemyTaiuei;

3. AHoHMMHOCTh B ceTu MHUMAas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJHMTaHCKUN oOpa3 BUPTyalbHOUW >ku3HU. MHTepHeT
(buKcUpyeT BCe TBOM JEUCTBHSI W COXpAaHICT WX. YJAIUTh UX OyIeT KpaiiHe
3aTpyAHUTEIBHO;

5. CoOmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. WrHopupyil emaunHuuHbli HeratuB. OJHOpPA30BbIE OCKOPOUTEILHBIE
COOOIIEHHMS JTyullle UTHOpUPOBaTh. OOBIUHO arpeccus MpeKpaniaeTcs Ha Ha4albHON
CTaJuu;

7. ban arpeccopa. B nporpamMax oOMeHa MIHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHUN C
OINPEJEIIEHHBIX a/IPECOB;

8. Ecnu T cBUneTens KnOepOyuiHra. TBOU NEUCTBUS: BHICTYITUThH MMPOTHUB
npecieaoBaTensi, MOKa3aTh €My, YTO €ro JEWCTBUSI OLEHUBAIOTCS HETaTUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoobwunbHbI# Tenedon

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJTHE B3POCIIbIT
GyHKLIMOHAT, W TeNepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamMu. OHAKO, CPEACTB 3ALIUTHI JIs1 MOJOOHBIX YCTPOMUCTB MOKA OYEHB
MaJio. TecTUpOBaHUE U MTOUCK YSA3BUMOCTEN B HUX IPOUCXOAUT HE TAK UHTEHCHUBHO,
kak i [1K, o ke camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.



CoBpeMeHHbIE MOOWJIbHBIE —Opay3epbl yKe€ MPaKTUYECKU JIOTHAIU
HACTOJIbHBIE aHAJOTH, OJHAKO pacHupeHue (yHKIMOHaNa BIeYeT 3a coOoM
OOJIBIIYIO CJI0KHOCTh Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlameko He BCe MPOM3BOAMTENHN BBIMYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He sBisieTcst mo-HacrosinieMy OecriaTHbIM. Byllb OCTOpOXKEH, BEIb
Korjia Tebe mpeasiaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI Kakue-
TO IUJIATHBIE YCITYTH;

Hywmaii, mpexe uem oTnpaBuTbh SMS, ¢oto unm Bugeo. Tl TOUHO 3HAEIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo6xoaumo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOEro cMapThOHa;

Wcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JISI MOOMIIBHBIX TEJIE(POHOB;

He 3arpyxaii mpuiaokeHusi OT HEM3BECTHOTO MCTOYHUKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE O0ECIICUECHHUE;

[Tocne Toro Kak Thl BBIMJEIIb C CalTa, I/I€ BBOAWJ JIMYHYIO UH()OpPMALHIO,
3aiiin B HACTPOIKK Opay3epa U yaainu cookies;

[Tepuoauyecku npoBepsid, Kakue IMIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOWJIBHOTO Tele(OHAa TOJBKO JIOJSAM, KOTOPBIX ThI
3HAElIb U KOMY JOBEPSEIIb;

Bluetooth momken ObITH BBIKJIFOYEH, KOT/Ia Thl UM HE MOJb3yemibcsa. He
3a0bIBail MHOTIa IPOBEPSTH ITO.

Online urpsi

CoBpemMeHHbIE  OHJAWH-UTPBI - O3TO KpacouyHble, 3aXBaTbIBAIOIINE
pasBiieueHus, OOBEAUHSIONINE COTHHU THICSY YEJIOBEK MO Bcemy mupy. Wrpoku
UCCIIENYIOT JAaHHBIM MM MHp, OOLIAIOTCSA APYT C IPYrOM, BBINOJHSIOT 3a/laHus,
CPaKalOTCSI C MOHCTpPAMHM W TOJY4YalOT ONBIT. 332 YIOBOJBCTBUE OHU ILIATST:
MOKYNAIOT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce a1y cpeacTBa MAYT Ha NOAJEPKAHUE U PA3BUTHE UIPBI, & TAK)KE HA CaMy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIC
naTyu (LU@poBbIe 3a1IaTKU U1l IPOTPaMM), 3aKPbIBAIOTCS YS3BUMOCTH CEPBEPOB.

B n1o100HbBIX UTpax CTOUT OMACATHCS HE CTOJIBKO CBOMX COIMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINHN OOJIBITHHCTBA
urp.

OcCHOBHBIE COBETHI 110 0€30MAaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnmu npyroit urpok BeaeT ceds TIOXO WM CO37aeT Tebe HEeMPUSTHOCTH,
3a0JIOKUPYH €r0 B CIIMCKE UTPOKOB;

2. Tloxanyiica aIMUHUCTPATOPaM UTPhI HA IJI0XOE MOBEJICHUE 3TOT0 UTPOKA,
KenaTelIbHO MPUIOKHUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBail 1nuHy0 nHGOpMaIUO B Tipodaiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuinaabHble TaTYU U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MTAPOJIH;



7. Jaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oka Thl Urpaelb,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIHT WM Kpayka TUIHBIX TaHHBIX

OOBIYHOM KpaXkeil IeHEer U TOKYMEHTOB CETOJIHS YK€ HUKOTO HE YJIUBUIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKH TEPEMECTUINCH B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " TIOOMMBIM" JIEITOM.

Tax mosiBUIach HOBas yrpos3a: WHTEPHET-MOIICHHWYECTBA WM (DUIITUHT,
rJIaBHas 1€Jdb KOTOPOIO COCTOMT B TMOJMYYEHUH KOH(PUACHIMAIBbHBIX JaHHBIX
M0JIb30BATEJNIEH - TOTMHOB U maposieid. Ha anrnuiickom si3bike phishing untaercs kak
¢bumumHr (ot fishing - peiOHast 10BJIA, password - TapoJIb).

OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojio3peBaciib, YTO TBOSI aHKETA
ObL1a B3JI0MaHa, TO HEOOX0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOpaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucnonw3yii 6e30macHbie BeO-CaiiThl, B TOM YKCII€, THTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Ucnonb3yil crnokHble W pasHble naponu. Takum oOpazom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJYyYaT JOCTYI TOJbKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecnu TeOs B3JIOMaiM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE JOOABJIEHbl y T€OsI B APYy3bsiX, O TOM, YTO T€Os B3JIIOMAJH H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacchlIaThCs ClaM M CChUIKU Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOWIBHBIN TenedoH;

6. OTKIIIOUM cCOXpaHeHue mapoJs B Opaysepe;

7. He oTkpbiBail (aitibl U Apyrue BIOXKEHHS B MUChMax, MaXe €CId OHU
NPUIIUTM OT TBOUX Jpy3eu. Jlyullie yTouHM y HHMX, OTIPABJSUIA JIU OHU TeOE ATH
(baibl.

Hudposas penyrauus

[udporas penyranus - ’TO HEraTUBHAS WJTU MO3UTUBHAS MH(POpMAIIUS B CETH
o tebe. Komnpomerupyromiass uadopMmaius, pa3MeIlieHHass B UHTEPHETE, MOMKET
CepbEe3HbIM 00pa30M OTpPa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penyTanus" - 3T0 TBOW UMUK, KOTOPbIA GopMupyercst u3 nHpopMauuu o Tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TMOJOXKEHHUE,
O0COOEHHOCTH XapakTepa M paccKasbl O OJIM3KUX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorre NOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJUKAIMK JTUIHOU
uHpopmaruu B MHTEpHETE, HE IOHMMAsT BO3MOXKHBIX TMOCHencTBuil. Thl qaxe He
CMOJKEIIb JIOTaaThCs 0 TOM, 4To (poTorpadus, pa3MelleHHas S5 JIeT Ha3ald, crajia
MPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KommenTapuu, pazmenienue TBoux ¢otorpaguii U gpyrue IeUCTBUS MOTYT
HE UCYE3HYTh JIaXKe MOCIIe TOr0, KaK Thl X yJalHIlb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty UH(OpMaIHIO, IToNaia JIM OHAa B MOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKPY’KaIOIIUE JIIOAH, KOTOPhlEe HAMAYT U YBUIAT



sT0. Haiitu uHpoOpMannio MHOTO JET CIyCTS CMOXET JH00M - Kak U3 J0OphIX
o0y KJIeHUH, TaK U C HAMEPEHUEM IPUUUHUTH BPEJl. DTO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE IUGPOBOH peryTalUu:

1. ITogymaii, mpexae yeM 4yTo-TO IMyOJMKOBATh U EpeaaBaTh y ceds B OJiore
WJIM B COLIMAJILHOM CETH;

2. B Hactpoiikax mpoQuis YCTaHOBH OTpPaHHUYEHUS Ha MPOCMOTP TBOETO
pouIIst U €ro COACPIKUMOTO, CACIIal €ro TOJBKO "1ist py3eit';

3. He pa3memaii u He yka3biBail uH(MOpMAIUIO, KOTOPAsi MOKET KOro-J1u0o
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbIE IIKOJBHUKH - AaKTUBHBIE [OJB30BATENU  LHUGPOBOrO
npoctpancTBa. OQHAKO JaleKo HE BCE 3HAIOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXKHOCTSIMU ~ IIMPpoBOro  mupa TpeOyer  coOmofeHuss MpaB  Ha
WHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTyallbHasE COOCTBEHHOCTH"' OTHOCUTCS K pPa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOI'O YMa, HAuyMHAasi C HOBBIX HM300pETEHH U 3HAKOB,
0003HayarIMKUX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U 3aKaHYMBasg KHUTAMH,
doTorpapusiMu, KHHOQUIEMAMH U MY3bIKAJIBHBIMU ITPOU3BEICHUSMH.

ABTOpCKHE MpaBa - 3TO NpaBa HA MHTEJUIEKTYyaJIbHYIO COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATypPbl U UCKyCCTBA. ABTOPCKUE NpaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJIbHBIN/TBOPUECKUIM TpyJ aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeAJIMBble BO3MOXKHOCTU 3apaboTaTh Ha
pe3ysbTaTaXx CBOETO TPYyJAa, MOJIYYUTh U3BECTHOCTb W Mpu3HaHue. Hukro 06e3
paspelieHuss aBTOpa HE  MOXET  BOCHPOM3BOJIWUTH €ro  NPOU3BENICHHUE,
pacnpocTpaHsiTh, MyOJUYHO JAEMOHCTPUPOBATh, MpoAaBaTb, HMIIOPTUPOBATS,
nycKaThb B IPOKaT, MyOJIMYHO HCIONHSTH, MMOKA3bIBATH/UCIIONHATh B 3dupe miu
pasmemats B HTEpHETE.

Ucnonb3oBanue "MUpaTckoro" MNPOrpaMMHOTO  OOECIEUEHUS] MOXKET
OPUBECTH K MHOTMM pHUCKaM: OT NOTepU JaHHBIX K TBOUM AaKKayHTaMm [0
OJIOKMPOBKU TBOETO YCTPOICTBA, IJie YCTAaHOBJICHA HeJlerajbHas nporpamma. He
CTOMUT TaK)Xe 3a0bIBaTh, UTO CYIIECTBYIOT JieTalbHble U OECIJIaTHBIE MPOrPAMMBbI,
KOTOPbIE MOKHO HaTH B CETH.

O noprane

CereBru4OK.p( - TBOI! INIaBHBIN COBETUHK B CETHU. 3/1€Ch Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETH TMOHSATHBIM U JIOCTYIHBIM S3BIKOM, & NMPU BO3HUKHOBEHHUH
KPUTHUYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TakKe NPUHATh y4dacTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



